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Abstract Several methods based on port, payload, and
transport layer features have been proposed to detect, iden-
tify, and manage Internet traffic. The diminished effective-
ness of port-based identification and overheads of deep
packet inspection methods motivated us to identify Inter-
net traffic by combining distinctive flow characteristics with
themachine learningmethod. However, the abundant ground
truth Internet traffic, which is important for building a super-
vised classifier, is difficult to be obtained in real conditions.
In this study, we propose a semi-supervised learning method
that combines further division of recognition space technique
with data gravitation theory. The further division of recog-
nition space classifier is a powerful multi-classification tool
that can be helpful for multi-application identification. The
data gravitation may reveal the underlying data space struc-
ture from unlabeled data, and thus, it is integrated into the
classification to develop a better classifier. The experimental
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results on the real Internet application traffic datasets demon-
strate the advantages of our proposed work.
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1 Introduction

In recent years, the growth of bandwidth-hungry Peer-to-
Peer (P2P) applications and quality-of-service guarantees
sensitive applications motivate the demand for bandwidth
management and network performance optimization as a hot
research topic. Going by measurement studies in the litera-
ture and estimates by industry experts (Gan et al. 2013), P2P
now accounts for 60–70 % of the Internet traffic. It is, there-
fore, unsurprising that many network operators are interested
in tools to manage traffic so that traffic critical to business
or traffic with realtime constraints will be given higher pri-
ority service on their network. Critical for the success of any
such tool is its ability to accurately identify and categorize
each network flow by the application responsible for the flow
Erman et al. (2007a, b).

Monitoring network and management depends on the
network traffic classification and application identification.
Traditional traffic classification methods based on the port
and the application payload are unable to meet the require-
ment of practical traffic classification. The reason for this
inability is that there is an increasing number of applica-
tions using port disguise, which is the data encryption of the
application layer and other circumvention technology. The
traffic classification method based on the Internet traffic sta-
tistic and behavior features has become widely approved. In
the traffic classification method that is based on the traffic
statistics, the traditional machine learning method includes
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the supervised learning (Auld et al. 2007; Roughan et al.
2004) and the cluster learning (McGregor et al. 2004; Zan-
der et al. 2005a, b; Erman et al. 2006) without supervision.
While some results were obtained, the traffic classifica-
tion based on the supervised learning algorithm depends on
several labeled samples to train the classifier for effective
work. However, the abundant ground truth Internet traffic,
which is important for building a supervised classifier, is
difficult to be obtained in real conditions for the plenty
of time and space resources costs. Unsupervised learning
method does not demand labeled samples, but the accuracy
of the classifier toward the idiographic application is not
ideal.

Identifying and categorizing network traffic by applica-
tion type is challenging because of the continued evolution
of applications, especially of those with a desire to be unde-
tectable. The diminished effectiveness of the port-based
identification and the overheads of deep packet inspection
approaches motivate us to classify traffic by exploiting the
distinctive flow characteristics of applications when they
communicate on a network. Considering the Internet traffic
characters and the requirements of application identification,
in this paper, we proposed a novel semi-supervised classifi-
cation method combined with Further Division Recognition
Space (FDRS) (Chen et al. 2009) and Data Gravitation (DG)
theory (Peng et al. 2009). This paper studies and implements
a semi-supervised learning model that is applied to traffic
identification. Experiment results show that the method can
obtain higher identification capability.Meantime, themethod
has greater ability of discovering new applications, which
shows effectiveness in Internet application identification.

The remainder of the paper is organized as follows.
In Sect. 2, some related works about the current research
achievement of traffic classification and semi-supervised
learningmethod are reviewed. The detailed description of the
proposed semi-supervised scheme combined with the data
gravitation and the further recognition space method is pre-
sented in Sect. 3. In Sect. 4, the experiment and evaluation
criterion are addressed. The semi-supervised classification
result and analysis are presented in Sect. 5. We devote the
final section to some key concluding remarks and future
works.

2 Related work

With the development of port disguise, payload encryption,
and traffic-ensconced technologies, the traffic identification
methods based on applications port, payload, and obvious
static features have already been outdated (Karagiannis et al.
2004; Ohzahata et al. 2005; Karagiannis et al. 2005; Shi
et al. 2010). The traffic identification method, which is based
on transmission and application layer features (Karagiannis

et al. 2004; Ohzahata et al. 2005; Karagiannis et al. 2005;
Fbrega et al. 2011; Beitollahi and Deconinck 2014) is more
effective. With the development of data mining technology,
traffic identification based on the machine learning (Nguyen
and Armitage 2008; Upadhyaya 2013; Ye and ChoKyungsan
2014; Chiou et al. 2014) has become a widely researched
topic at present. The statistic features of traffic (Este et al.
2009; Lakhina et al. 2005) are dynamic and difficult to
be disguised. In this light, the traffic identification method
(Zhang et al. 2013; Iliofotou et al. 2011; Gmez et al. 2013;
Imai et al. 2013), which combines the traffic statistic feature
with machine learning, is worthy of investigation. However,
the traditional supervised learning method needs numerous
“labeled” samples to build a classifier. Obtaining several
actual traffic samples with classified “label” for this method
in real condition is difficult. Meanwhile, the unsupervised
learning (clustering) (McGregor et al. 2004; Lu et al. 2011)
canworkwithout the support of “labeled” samples. However,
it can only distinguish different sorts and does not have the
ability to identify an application.

The semi-supervised learning method (Yu et al. 2010;
Gan et al. 2013) can utilize some unknown knowledge of
sorting samples to improve the effect of machine learning.
This method plays an important role in the areas such as
speech identification (Yu et al. 2010; Li et al. 2012), text
paper identification (Yan et al. 2013), Smart cloud service
(Esposito et al. 2015) and natural language disposal (Tur
et al. 2005; Ficco et al. 2015). In cases when obtaining a
sort labeled traffic sample is difficult, the effect of traffic
identification can be effectively improved by adopting the
semi-supervised learning to utilize the unlabeled traffic sam-
ple knowledge. Erman et al. (2007a, b) firstly imported the
semi-supervised learning method into the research of traf-
fic identification for good consultation effect. However, this
kind of research adopts the k-means method, which uti-
lizes partial feature information to clustering. Application
classified matching adopts simple probability, but it does
not have the ability to identify a new application. Other
researches (Qian et al. 2008; Lin et al. 2014; Chen et al.
2013; Zhang et al. 2014) showed that the semi-supervised
learning method has great ability for identifying an Internet
application.

A novel semi-supervised classification method combined
with Data Gravitation (DG) theory (Peng et al. 2009) and
Further Division Recognition Space (FDRS) (Chen et al.
2009) model was proposed in our research. “Constric-
tion”, a kind of data disposal technology, was proposed
in Shi and Zhang (2004) Indulska and Orlowska (2002).
This technology is engendered by the elicitation of the
concept of universal gravitation of Newton. The technol-
ogy utilizes the universal gravitation to optimize the inside
structure of data. Meanwhile, a previous study employed
GRAVI clustering (Indulska and Orlowska 2002), which is
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a kind of space clustering algorithm that utilizes the cal-
culation of clustering center gravitation to achieve the best
clustering effect. Data classification and evaluation were
performed by using the data gravitation theory (Indulska
and Orlowska 2002). Our study proposes further division
of recognition space to decrease the classification error rate
of blurry space. A study (Auld et al. 2007) reports that the
improvement in the neural network classified method by
theory is effective. This proposed scheme can significantly
improve classification accuracy. The present study combines
the theory method based on cluster in actualizing the fur-
ther division of recognition space (Chen et al. 2009). We
obtain the classified result of clustering to develop an entire
semi-supervised learning model for real Internet traffic iden-
tification.

3 Classification method

Toaddress the above challenges,wedesign a semi-supervised
learning scheme that combines an unsupervised and a super-
vised methods. The process is illustrated in Fig. 1, and the
detail steps is outlined in the following. Firstly we use our
designedTL (Peng et al. 2014) system to label the application
traffic (Fig. 1a, b). The TL system captures all user socket
calls and their corresponding application process informa-
tion in the user mode on a Windows host, and then it sends
the information to an intermediate NDIS driver in the kernel
mode tomodify the TOS field of the IP packets. Secondly, we
employ a data gravitation-based clustering algorithm to par-
tition a training data set that consists of scarce labeled flows
combined with abundant unlabeled flows (Fig. 1c). Thirdly,
we use the available labeled flows to obtain a mapping from
the clusters to different knownclasses (Fig. 1d). This step also
allows some clusters to remain unmapped, which is account-
ing for possible flows that have no known labels. The result
of the learning is a set of partitions, and some are mapped to
different flow types.

3.1 Data gravitation model

3.1.1 Law of gravity

A force existing between any two objects in the universe is
called gravitation in Physics. Gravitation follows the uni-
versal law of gravitation. In 1687, Newton published an
important study that first illustrated the universal law of
gravitation. The law indicates that the strength of gravita-
tion between two objects has a direct ratio to the product
of the masses of the two objects, but it has an inverse ratio
to the square of the distance between them. The law can be
illustrated by formula (1).

F = G
m1m2

r2
(1)

Given that force has direction, the precise description of
the law takes the following vector form, which is shown in
formula (2):

F = G
m1m2r

|r |3 , (2)

where F is the gravitation between two objects, G is the
constant of universal gravitation, m1 is the mass of object 1,
m2 is the mass of object 2, r is the distance between the two
objects, F is the vector form of F and r is the vector form of r .

3.1.2 Gravitation and data similarity

In the data space, the relationship between data points (sam-
ples) is not isolated.When clustering analyzes the data,which
can be operated in a computer, the Euclid distance (Hrubeš
2012) in the two data points of the data space becomes far-
ther. When a shorter distance between the two data points is
minimal, this finding implies that these data points belong
to the same degree of clustering. Most methods of cluster-
ing analysis are confined to the local area of the analyzed
data, and they have neglected the relationship between the

(a) (b) (c) (d)

Fig. 1 Schematic description of the proposed Internet traffic framework
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Fig. 2 Relation between data similarity and distance

data and the overall situation. For example, classical k-means
method (MacQueen et al. 1967) is a data clustering method
based on the distance in the center neighborhood. This kind
of brush-fire clustering may fail to represent the entire pre-
cision. Nevertheless, most clustering methods utilize a kind
of entitative feature between data, which is the similarity of
data. For convenience, the “Euclid distance” (hereafter, “dis-
tance”) compares the similarity of data with the real-world
gravitation.

The gravitation between two objects as well as that
between two data points is inversely proportional to the dis-
tance between them. As presented in Fig. 2, A and B are
assumed as two kinds of data in the two-dimensional data
space. P is a test data point, which belongs to the unknown
data sort. However, the geometry center distance r1 between
P and A is bigger than r2, which is between P and B. The
degree of P for A is shorter than it for B.

3.1.3 Law of data gravitation

Based on the above analysis, the law of universal gravitation
can be applied in data classification, and can be known as
“the law of universal gravitation” in data space.

Definition 1 Data point is a data unit with “data quality”
in a data space. Data point is composed of a group of data
elements (point) with special relationship in a data space.
Generally, this kind of relationship is a geometry border upon
the relationship of the data element in the data space. A data
point has two primary attributes, namely, data quality and
data center of mass.

Definition 2 Data quality is the inclusive number of data
elements in a data point.

Definition 3 Assuming that x1, x2, . . . , xm (xi = 〈xi1, xi2,
. . . , xin〉, i = 1, 2, . . . ,m) are a group of data elements in the
n-dimensional data space S; P is composed of x1, x2, . . . , xm ,
and thus the data centroid x0 = 〈x01, x02, . . . , x0n〉 of P is the

geometry center in data space, which is shown in Formula
(3):

x0 j =
∑m

i=1 xi j
m

, i = 1, 2, . . . ,m; j = 1, 2, . . . , n. (3)

Given that a data particle has datamass and a data centroid,
and a data particle is described by a paired expression 〈m; x〉,
in which m is the data mass of the data particle and x is
the data centroid. After considering the class information
(feature y), a data particle is described as a triple expression
h〈m; x; y〉.
Definition 4 (Atomic data particle). An atomic data particle
only contains one data element. The data mass of an atomic
data particle is 1.

Definition 5 (Data gravitation). Data gravitation is defined
as the similarity between data particles, and it is scalar. Data
gravitation is an important factor that is different from the
physical force. For the same data particle, the gravitation
from different data classes can be compared. Meanwhile, the
data gravitation from the same class follows the superposition
principle.

Lemma 1 (Superposition principle). Assuming that p1; p2;
. . . ; pm are data points in a data space and they belong
to the same data class. The gravitation they act on another
data point is given by F1; F2; . . . ; Fm. The composition of
the gravitation can be obtained by using Formula (4).

F =
m∑

i=1

Fi (4)

Definition 6 The data gravitation field is formed by a data
point through the interaction of data gravitation with the field
of data space as a whole.

Given that data gravitation may belong to different data
sorts, similar kinds of gravitation fields produced by a data
point are considered when discussing the data gravitation
field. Field strength is a pivotal element of data gravitation
field. The field strength of an appointed point is equal to the
summation of field strengths produced at this point on all
data points of the same kind. At this point, the field strength
produced by a single data point is equal to the data gravitation
of the atomic data point. Similar to the equal-force-cover in
the physical field, the same points of all the field strengths in
the data space form a hypersurface, which is called “equal-
force-cover” in the data gravitation field.

The data gravitation intensity between two data points in
the data space is a plus-rate with the product of their data
quality, as indicated in Formula (5), which is the anti-rate
with the square of the Euclid distance between them.

F = m1m2

r2
, (5)
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Fig. 3 Relation between data similarity and data density

where F is the data gravitation between two data points;
m1 and m2 are the data qualities of data points 1 and 2,
respectively; and r is the Euclid distance between two data
points in the data space.

If the given problem has n-dimensional feature, on
the assumption that the data centroid of data point 1 is
〈x11, x12, . . . , x1n〉, then the data centroid of data point 2
is 〈x21, x22, . . . , x2n〉. Thus, Formula (6) is as follows:

r =
√
√
√
√

n∑

i=1

(x1i − x2i )2. (6)

If the quality of an object increases, then the gravita-
tion of any other object likewise will increase. In the data
space, one data sort includes more data points. The unknown
degree of a data points belonging to this kind of class
becomes stronger. In Fig. 3, A and B are two data sorts.
A has 16 data points, whereas B has only 7 data points.
The subordinate sample P is unknown, and the distance of
P between A and B is r . Given that the number of data
elements in A is greater than that of B, we consider the “qual-
ity” of A is also greater than B. Hence, we conclude that
the intensity belonging to A is greater than that belonging
to B.

3.2 Further division of recognition space

3.2.1 Definition of recognition space

This study defines recognition space as the classification
space of identification effect in mapping obtained by using
the clustering or classified method. Traditional classified
recognition space is a stick segment of space [0C1]. In
this study, recognition space is extended from being one-
dimensional to two-dimensional, and from three-dimension
to n-dimensional, which as shown in Fig. 4.

(a)

(b)

(c)

one-dimensional (line segment)

two-dimensional (plane)

three-dimensional(cube)

Fig. 4 Class recognition space and its further division

3.2.2 Further division of recognition space

In the new method of this study, recognition space is divided
into several small divisions. Assuming that m expresses the
number of dimensions in space. If m equals 1, the divisions
become small line segments. If m equals 2, the recogni-
tion space is divided into rectangular divisions. Analogously,
cube divisions are obtained from the recognition space when
m equals 3, and so on. The total number of divisions can be
obtained by using Formula (7):

Total division number =
m∏

d=1

Division numberd (7)

in which the division numberd is the number of divisions in
the d axis, and the total division number is the number of
divisions in the whole recognition space. Figure 4 presents
the instances of recognition space with division regulation in
different dimensions. On the assumption that the number of
further division spaces in each dimension is n = 10, when
m = 1, the total number of further division spaces is 10.
When m = 2, the total number of further division spaces is
100.Whenm = 3, the total number of further division spaces
is 1000. The number n of further division spaces depends on
the precision requirement of the application. A greater pre-
cision corresponds to a larger n and the higher computation
complexity.
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Fig. 5 Selection way of color points

3.2.3 Color recognition space

Tomap the sample into different sorts, various colors are used
to dye the samples in the recognition space. A dyed sample
recognition space can be used to classify an unknown test
sample.

Choice of color point. Before being colored, all the sam-
ple data are mapped after being classified and exported or are
directly mapped into the recognition space. During coloring,
the samples in the dataset are mapped into the recogni-
tion space by a classifier. Therefore, the entire map of data
samples can be selected to color the recognition space. Con-
sidering the generalization ability, only part of the samples
taken out by rate DP (0<DP< 1) are used to color the divi-
sions. These selected and mapped samples are called color
points. After the DP was decided, there are two sequences
being used to generate color points in one class, namely,
order and random (Fig. 5). Order sequence suits the instance
that the sample distribution changes little. Random sequence
suits the instance when sample distribution is large.

Coloration rules. Each recognition space is blank after its
divisions. The following rules are observed during coloring.
R1: Different colors must be applied on different classes. R2:
One or more divisions can be colored as one class. R3: If the
color points of one class comprise the majority (weighted) of
one division, this class will control the division, and the divi-
sion should be colored according to the color of the related
class. R4: After coloring the recognition space, the blank
divisions are called “uncolored divisions”. Normally, train-
ing samples do not fall into these divisions. However, if they
do, the division will then be colored. The test points that
fall into these divisions are called “unclassified points”. The
corresponding sample can then be considered unclassified.

Classified weight control However, the dataset is often
uneven. Thus, the weight of the color points is an important
factor for calculating the number of color points of each class.
The category of the majority in one division should control
the division which it belongs to. The process in which labels
are divided according to themajority is called “division color-
ing”. However, not every class data can color the recognition
spacewith the sameweight, because the number of each class
data in the dataset is different. A class will control most of
the recognition space if its number is considerably larger than
any other classes in the same dataset. To solve this problem,
a weight needs to be defined. The weight of the first class
should be smaller than that of the second class if the number
of the former is larger than the latter. The proportion of class
c in the entire dataset is defined as Rc in Formula (8).

Rc = Numc

Numtotal
(8)

in which Numc is the number of samples in class c, and
Numtotal is the total number of samples in the entire dataset.
The weight of class c is calculated by using Formula (9).

Wc = 1

Rc
(9)

Coloration. The course of coloration conforms to the
above descriptive principial and corresponding weight for
dying further division of recognition space. The coloration
algorithm can be designed as Algorithm 1.

For example, in the sample collectionof a clustering effect,
assuming that the sample totality of classification 1 is twice as
that of classification 2, and W0 is equal to 3, and W1 is equal
to 1.5. Assuming that the dimension of the recognition space
is 2, then the number of divided spaces in single dimension
is 10, and the total number of fractionized spaces is 100.
Figure 6 describes the division of space and color result.

Algorithm 1 Coloration algorithm
1: Majority = 0
2: for C=0 to Number of Classes-1 do
3: if (number of color points in class c in this division)∗(weight

of class c)>(number of color points of the class majority in this
division)∗(weight of the class majority) then

4: majority = C
5: end if
6: end for

3.3 Semi-supervised learning classification

Aspresented inFig. 7, in order to achieve the semi-supervised
classification schemewhich combines the unsupervised clus-
tering and supervised classification method, a recognition
space was created to support the data gravitation-based clus-
ter and further division coloring-based classification. The
detail shows as follow subsections.

3.3.1 Samples for cluster

The set of the original data samples is assumed to be S =
{x1, x2, . . . , xm}. This set can calculate the gravitation field
strength in the position that each sample takes over as follows:

Fi =
m∑

j=1

f j ( j �= i) (10)

in which f j is the gravitation from the j th data sample to
sample i . This calculation method follows Formula (11) of
data gravitation:

123



A novel semi-supervised learning method… 1969

(a) (b)Distribution of coloring point Coloring result

Fig. 6 Coloring result in the recognition space
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Fig. 7 Semi-supervised learning classification

f j = 1

r2i j
. (11)

The two samples can be considered as a data particlewith a
data quality of “1” in the course of the calculation. Therefore,
the product of their quality of the samples is constantly equal
to 1 in Formula (11).

Given the threshold Fmin of gravitationfield strength, sam-
ple set S

′ = {x1′ , x2′ , . . . , xn′ } can be clustered as each xi
must meet Fi > Fmin.

3.3.2 Data gravitation-based clustering

The first step of clustering is the confirmation of kinds of
samples that can be clustered. The course of clustering needs
to solve two basic problems:

• Which kind of samples can be aggregated into one
cluster?

• How many clusters can be obtained when the algorithm
is converged?

A strictest criterion exists where the enclosure space
can be considered as a cluster, which is encircled by
the equipotential plane with field strength Fmin, based
on the theory of gravitation field. However, the research
and demarcation of the equipotential plane would con-
sume more resources to calculate. Therefore, a rigorous
equipotential plane cannot be found to cluster in practical
application.

Each cluster is assumed to be an anti-concave in space.
Two samples that can be clustered must abide by the follow-
ing lemma.
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Lemma 2 If the cluster in space is anti-concave, the two
samples that canbe clusteredmust belong to different clusters
if any one point exists on the connected-line of the samples,
where the field strength is less than threshold Fmin of the
clustering.

According to this lemma, an approximate validation
method could be used to ensure whether any two data sam-
ples could aggregate to one cluster by measuring the field
strength of the distances between the two samples in the first
Quartile (Fi j1/4), the second Quartile (Fi j1/2), and the last
Quartile (Fi j3/4).

The above analysis shows that the cluster algorithm can
be designed as Algorithm 2:

Algorithm 2 Cluster algorithm
select S′ which is samples to cluster

2: given the S1 as samples set in cluster, which is an empty set
for i =1 to n do

4: for j =1 to n do
if j = i then

6: Continue
end if

8: compute the field strength Fi j1/4 in first Quartiles of the
distance between sample i and sample j

compute the field strength Fi j1/2 in second Quartiles of the
distance between sample i and sample j

10: compute the field strength Fi j3/4 in last Quartiles of the
distance between sample i and sample j

if Fi j1/4>=FminandFi j1/2>=Fmin and Fi j3>=Fi j3/4 then
12: cluster(j,i) //j and i are included to the same cluster

add(S1,j)
14: delete(S′ ,j)

count(S′ =S′ -1)
16: end if

end for
18: end for

3.3.3 Further divide recognition space-based learning

The input sample in the traditional classified method is
mapped on recognition space to obtain the output. In this
paper, an unclassified sample needs to be mapped into a pat-
ulous and subdivision recognition space based on the result
of clustering. The nuclear content of the semi-supervised
learning methodology obtains several clusters, including
unclassified and classified samples, by clustering the test
sample set that includes a part of the samples with a
label. However, this kind of cluster could only have an
unclassified sample. All the unknown samples are classi-
fied to the known categories in a cluster of samples with
the known categories. All samples are classified according
to the unknown categories in a cluster that only includes
the unknown samples. This requirement necessitates spe-

cial operation. Different clusters with a converged algorithm
dye the corresponding sample space by applying the col-
oration theory. The course of coloration follows certain
principia:

• If a cluster only includes one kind of sample with a
known category, this cluster should be controlled by
this category. All samples in this cluster belong to this
category, and they are dyed with the corresponding
color.

• If a cluster includes various samples with known cate-
gories, all samples in this cluster will be dyed based on
the coloration principia (4). The category with the most
weight is chosen to control the corresponding cluster,
and the samples in this cluster are dyed based on their
category.

• If a cluster does not include samples with known cat-
egories, the cluster is considered to be controlled by
the new unknown application category. The samples are
further classified through human intervention. A new
application category is analyzed in the clusters. There-
fore, the course of clustering requires the preparation of
the known standard samples as much as possible.

3.3.4 Identification and classification

The dyed intervals of a converged cluster algorithm can be
regarded as practical sample categories, which are dyed by
subdividing spaces into the recognition space. The new data
sample is input. The samples that are mapped into the dyed
interval through intervalmapping fall under the categorywith
the corresponding color. The samples are not mapped into
interval that is not dyed. It cannot be identified or it belongs to
new categories. These intervals should be further confirmed
by using other methods.

The above semi-supervised learning model obtained is
suited to the identification of samples of no time sequence
feature and the data sampling with some time sequence fea-
tures. These samples could cluster in every interval based
on the requirement of traffic identification to form a classi-
fier. Subdividing the recognition space after clustering can
be continued after the traffic identification. In the application
of traffic identification, the clustering before 10 min can be
used to identify the traffic, results after 10min or half an hour.
The result of traffic clustering between 8:00 and 9:00 in the
first day is used to identify traffic after a week or more than a
week later. In the course of traffic identification, the method
can continually collect samples to analyze further clustering
identification.
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Table 1 Characteristics of Auckland II traces

Type No. of instances Total bytes

FTP 251 136,241

FTP-data 463 5,260,804

HTTP 23,721 139,421,961

Imap 193 86,455

POP3 498 98,699

Smtp 2602 1,230,528

Telnet 37 21,171

4 Experiment and evaluation

4.1 Auckland II traffic datasets

Auckland II is a collection of long GPS-synchronized traces
taken using a pair of DAG 2 cards at the University of Auck-
land which is available at WAND (2009). There are 85 trace
files whichwere captured fromNovember 1999 to July 2000.
Most traces were targeted at 24-h runs, but hardware failures
have resulted in most traces being significantly shorter. We
selected two trace files captured at Feb 14 2000 (20000214-
185536-0.pcap and 20000214-185536-1.pcap) for our study.
The traces include only the header bytes with a maximum
amount of 64 bytes for each frame, while the application pay-
load is fully removed. And all IP addresses anonymized use
the Crypto-Pan AES encryption. The header traces were cap-
turedwith aGPS-synchronizedmechanismusing aDAG3.2E
card connected to a 100 Mbps Ethernet hub interconnecting
the University’s firewall to their border router.

Since the application payloadswere not recorded inAuck-
land II, DPI tools are invalid to obtain ground truths. The only
way to pick out the original application type is using port
numbers. In this study, we only accounted TCP case since
TCP is the predominant transport layer protocol. Each flow
is thus assigned to the class identified by the server port. We
selected eight main types from Auckland II traces and fil-
tered mouse flows with no more than six non-zero packets.
Table 1 lists all selected types and their instance and the total
bytes distributions.

4.2 UJN traffic datasets

Classifying traffic aims to match the traffic with the appli-
cation of generated traffic, which is described by the feature
vector with different applications model (traffic classifica-
tion). The network traffic is defined as a series of packets
sequences that are transferred between the two ends by the
source address, the source port, the objective address, the
objective port, the transmission protocol and the finished
time or other terminative flags for distinguishing various traf-

Table 2 Characteristics of UJN traces

Type No. of instances Total bytes (G)

HTTP 2,024,446 25.377

P2P 172,624 41.888

FTP 59,119 1.052

Email 587,423 0.431

Stream 121,794 3.718

Chat 339,587 0.19

Unknown 2,884,243 13.663

fic. The traffic feature in this paper concerns mainly about
the number of packets in the forward and backward direc-
tion, the average packet size in the forward and backward
direction, and the variance of packet size in the forward and
backward direction. In the interface of the mirror image, the
corresponding label is examined after obtaining traffic.A real
“sign” of traffic classification is also obtained.

The data set is collected in a laboratory network ofUniver-
sity of Jinan (UJN) by using Traffic Labeler (TL) (Peng et al.
2014). TL system captures all user socket calls and their cor-
responding application process information in the user mode
on a Windows host, and it sends the information to an inter-
mediate NDIS driver in the kernel mode. The intermediate
driver writes application type information on the TOSfield of
the IP packets which match the 5-tuple. By this means, each
IP packet sent from the Windows host carries their appli-
cation information. Therefore, traffic samples collected on
the network have been labeled with the accurate application
information and they can be used for training effective traf-
fic classification models. We deployed 10 TL instances on
Windows user hosts in the laboratory network of Provincial
Key Laboratory for Network Based Intelligent Computing.
A mirror port of the uplink port of the switch was set, and a
data collector was deployed at the mirror port. The deployed
TL instances ran at work hours every day. The data collect-
ing process lasted 2 days in May 2015. Again, flows with
no more than six non-zero payload packets are also filtered.
And Table 2 shows the instance and the total bytes distri-
butions of each type. The collected 86.259G Bytes datasets
was divided into eight groups. Six kinds of application traffic
exist in the experiment, web browser (HTTP), P2P (Maze,
Web Thunder), the FTP, email, stream media traffic, and the
instant chat traffic. The unknown data are some real unknown
traffic, besides the above six kinds. Table 2 describes the flow
number, the number of bytes, and the corresponding percent-
age from collecting the traffic samples.

The data of the traffic samples collected in the experiment
are the original data that comprised all data packets. The
machine learning method must be adopted to initialize this
kind of data packet through traffic classification, and it must
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Table 3 Features description in
the experiment

No. Features

01 Number of packets of a flow in forward direction

02 Number of bytes of a flow in forward direction

03 Number of bytes in header of packet of a flow in forward direction

04 Number of bytes in payload of packet of a flow in forward direction

05 Number of packets of a flow in backward direction

06 Number of bytes of a flow in backward direction

07 Number of bytes in header of packet of a flow in backward direction

08 Number of bytes in payload of packet of a flow in backward direction

09 Mean packet size of a flow in forward direction

10 Mean packet size of a flow in backward direction

11 Variance in packet size of a flow in forward direction

12 Variance in packet size of a flow in backward direction

13 During time of a flow

14 Inter-arrival time among packets of a flow

15 Total number bytes of a flow

16 Total number in packet header of a flow

TP FN

TN

Positive Negative

TP: # of positive instances correctly classified

TN: # of negative instances correctly classified

FP: # of negative instances incorrectly classified

FN: # of positive instances incorrectly classified
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Fig. 8 Confusion matrix

also be corresponding to the character of the traffic statistic.
The features of the traffic statistic and the initialized original
data of collection are described in Table 3. All features are
extracted from the header of packets in each flow. A group
of sample collection with a corresponding traffic register of
6,189,236 is obtained. The succeeding experiment can use
any quantitative sample for analysis.

4.3 Accuracy performance

The confusionmatrix is the basis inmeasuring a classification
task, wherein the rows denote the actual class of the instances
and the columns denote the predicted class. Figure 8 shows a
typical confusion matrix of a binary classification. The sim-
plest method to evaluate a classifier is using the classification
accuracy (acc) which is defined as the rate between the num-
ber of samples correctly classified and the total number of
samples in testing set, but the accuracy can only express the
overall level of hitting ratio, and it does not contain par-
ticular information of incorrectly classified sample ratio of
each class. Therefore, a more sophisticated and widely used
evaluating method is applied in this research. This method

uses true positive rate (TPR) and false positive rate (FPR) to
evaluate the performance of a classifier. TPR and FPR are
deduced from the confusion matrix as Fig. 8 shows. For each
class, a confusion matrix can be obtained according to the
classification results. And then its TPR and FPR are defined
as:

TPR = TP

TP + FN
(12)

FPR = FP

TN + FP
. (13)

It can be seen from these two equations that TPR is in
fact the ratio of the correctly classified positive samples and
the total positive samples, and the FPR is the ratio of the
incorrectly classified negative samples and the total negative
samples. It can be inferred easily that:

acc = TP + TN

TP + TN + FP + FN
. (14)

5 Semi-supervised classification and analysis

5.1 Classification based on labeled traffic

BasedonopenAuckland II dataset and collectedUJNdataset,
we adopted the method of 10 cross-validations for contrast
and analysis. We randomly chose 50,000 sort samples with
the “label” and randomly divided these samples into 10
symmetrical subclasses. In each experiment, we united nine
subclasses for training and left one for classification testing.
We obtained the exact ratio of average identification to be the
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Table 4 Experiment results on
UJN dataset–updated

APP ANN SVM DGC Semi-supervised

TPR(%) FPR(%) TPR(%) FPR(%) TPR(%) FPR(%) TPR(%) FPR(%)

HTTP 87.19 2.18 90.82 21.07 92.15 8.34 92.05 1.58

P2P 95.11 1.89 97.69 18.12 97.47 10.27 98.01 2.48

FTP 95.73 3.39 96.10 28.01 96.62 7.52 95.58 3.89

Email 82.94 4.22 85.63 22.01 94.47 12.08 92.32 3.76

Stream 98.52 1.89 97.71 24.12 96.04 6.88 97.85 1.99

Chat 96.78 1.97 96.21 19.06 95.90 7.58 97.10 2.81

Table 5 Experiment results on
Auckland II dataset–updated

APP ANN SVM DGC Semi-supervised

TPR(%) FPR(%) TPR(%) FPR(%) TPR(%) FPR(%) TPR(%) FPR(%)

FTP 96.13 2.75 97.01 14.01 95.14 7.53 97.55 1.97

FTP-data 92.12 2.23 92.69 15.12 92.36 9.38 93.01 2.89

HTTP 88.12 3.73 91.10 18.24 92.62 7.57 92.81 1.97

Imap 91.09 1.89 93.63 22.49 93.98 10.47 92.89 3.91

POP3 91.15 2.59 92.72 24.71 94.34 6.86 95.77 1.99

Smtp 89.01 1.38 94.28 14.01 95.70 7.77 94.31 2.83

Telnet 93.12 3.11 95.21 12.52 95.15 7.00 98.71 3.85

estimating parameter of the effect from the experiment. Arti-
ficial neural network (ANN) (Yaghini et al. 2013; Prieto et al.
2013), Support vectormachine (SVM) (Zhu et al. 2012; Shao
et al. 2013), and data gravitation classifier (DGC) (Galperin
2011) were used for abundant contrast to perform the con-
trastive experiment. As result lists in Tables 4 and 5, our
newly designed semi-supervised learning method has nice
manifestation in classification accuracy performance with
high TPR and low FPR. It shows greater performance con-
trast to ANN, SVM and DGC methods on both Auckland II
and UJN datasets for the most part.

5.2 Classification based on mixture traffic

Adopting the semi-supervised learning method adequately
to utilize the knowledge of the data sample without “label”
to improve the effect of the classification identification. We
utilized the semi-supervised learning method based on data
gravitation and the theory of further division recognition
space to test and to analyze the same kind of traffic sam-
ple collection.

The requirement of the sample quantity with “label” is an
important guideline in validating the semi-supervised learn-
ing method. The sample with “label” generally increases,
and the accurate ratio of the identification is higher. The
sample with “label” decreases, and the effect of the iden-
tification is worse. The effect of the experiment with the
expression indicates that this classification method has a
negative effect in the instance of owning a little sample
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40

60

80

100

Count of signed samples

A
cc
ur
ac
y 

ra
te

FTP
HTTP
Email
P2P

Fig. 9 Classification accuracy rate affected by labeled samples

with “label”. The effect of classification was improved obvi-
ously. The effects of the experiment (Fig. 9), in which the
75,000 samples are the samples with “label”, show that
the accurate ratio of identification with the semi-supervised
learning method has proximity to that of the accurate ratio
of identification in the supervisory learning method. The
influence from which the durative increasing in the number
with the classified sample toward the semi-supervised learn-
ing method decreasing is most important. The experiment
expresses that this method could obtain a better classifica-
tion effect for a sample with minimal “label”. An analogical
classified effect in the instance of a sample with “label”
could be gained in a large classification from having a
supervised learning method. The advantage of the semi-
supervised learning method is embodied in the results of the
paper.
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Table 6 Detection of unknown
application

Cluster Labeled class Count of samples Count of labeled samples Accuracy (%)

Cluster 1 Stream 30,161 26,152 93.96

Cluster 2 Stream 72,828 70,743

Cluster 3 Stream 21,295 19,884

Cluster 4 Chat 95,345 92,256 94.92

Cluster 5 Chat 26,031 22,958

Cluster 6 Unknown 219,314 # #

Cluster 7 Unknown 1,008,146 # #

Cluster 8 Unknown 98,222 # #

Cluster 9 Unknown 247,391 # #

Cluster 10 Unknown 16,677 # #

Cluster 11 Unknown 7690 # #

5.3 Unknown traffic sort discovery

Another important feature of the semi-supervised learning
method is the ability of new sort discoveries. We labeled the
stream and chat traffic, which is the sample without “label”,
for validation. The given sample of the semi-supervised
learning method classification can be used to test the abil-
ity for unknown sort discovery. The data shown in Table 6
are the sample data of the classified “label” from the collec-
tion in the experiment. The “#” is expressed to the known or
the unknown traffic and the effect of the identification from
stream and chat. This system will validate the effect towards
the discovery ability of the data sort in two kinds of data
from stream and chat. Table 6 shows that the correct ratio of
discovery from the two kinds of “unlabeled” and “fake” have
reached a higher level, which shows that the method has an
ideal discovery ability for new applications.

6 Conclusions and future work

The semi-supervised learning method provides new ideas
in the supporting machine learning method, which lacks
“labeled” samples. In this paper, we analyzed data gravi-
tation and the further division of recognition space based on
the semi-supervised learningmethod. Themethod is used for
identification application in real Internet traffic identification.
The experiment results show that the method is a powerful
multi-classification tool that could aid in multi-application
identification. The data gravitation may reveal the underly-
ing data space structure from the unlabeled data, which is
integrated into the classification to help train a better classi-
fier. The experimental results on the real datasets demonstrate
the advantages of the proposed method.
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